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Netskope Services Portfolio

Together with our partner Cloudrise we help partners and organizations elevate their data protection,
privacy and cloud security programs. Drawing from 20+ years of experience in the field, we have
tailored our services to be focused on securing organizations’ data wherever it resides. In addition to
our data-centric professional and managed services, Exclusive Networks offers Netskope-specific
services tailored to your business needs.

See detdails in following pages >>>

OUR EXPERTISE
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Data Protection

OURSERVICES

Advisory

Increase the value
of your security
investment by
determining if
your people,
processes, and
tools help achieve
your specific data
security goals.

Cloud Security
12t
ol l\l-o
Implementa- Optimization

Reduce risk and
boost ROI with
tailored data
protection, privacy,
and cloud security
technologies and
programs.

Boost value to
your bottom line
by optimizing your
data- centric
programs and
integrating your
technologies.

Privacy

Free up talent

to focus on your
business by
leveraging our
deep expertise to
monitor, operate,
and continuously
improve your
entire data-centric

ecosystem.
SUPPORTED TECHNOLOGIES
. . Data Loss . Discovery &
Secure Service Edge Cloud Security Prevention Privacy Classification
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Services for Netskope

Deployment Services

Regardless of the size of the organization, Exclusive Networks offers deploy, configure,

optimize, and managed services for Netskope. If implementing Netskope for the first time, our
Deployment Services will get the platform operational and customized for your business needs.

If already installed, we will optimize your deployment to drive the greatest ROl out of the Netskope
Platform. Not finding what you are looking for? We can customize a quote for any Netskope product

or licensing package.

SCOPE & ACTIVITIES

« Provision user identities, groups, and organization units from either Active Directory or one of
the supported Cloud Identity Directories to the Netskope Cloud Security Platform.

«  Deploy Single Sign On (SSO) and Role Based Access Control (RBAC) for Netskope Tenant

Admin Console.

« Deploy Forensics and Incident Management.

+ Deploy foundational steering mechanisms and baseline out-of-the-box policies.

+ Integrate Netskcgo

Exchange. Inclu

e Cloud Security Platform with other supported security tools using Cloud
es up to 3 plugins.

+ Create deliverables (HLD and As-Built Document) and perform knowledge transfer.

SECURE SERVICE EDGE (SSE)

Deploy Netskope SSE to include Netskope Private Access (NPA), Next Gen Secure Web Gateway
(NG-SWG), Cloud Firewall (CFW), Advanced Threat, Advanced Data Loss Prevention (DLP), Advanced
User Entity Behavior Analytics (UEBA), and Advanced Analytics.

<«1K Users

1,001 - 5K Users

5,001 -10K Users

10,001 - 50K Users

Includes:

« lsteering
mechanism

« 5 private
applications

« 2 publishers

« 5 NPA policies

+ 4 GRE/IPSec

tunnels
« 3 SWG policies
« 3 DLPrules

« 10 CFW policies
« 1threat policy
« Predefined UEBA

Includes:

« lsteering
mechanism

« 10 private
applications

« 4 publishers

« 10 NPA policies

.+ 4 GRE/IPSec

tunnels
+ 8 SWG policies
« 3 DLPrules

« 20 CFW policies
« 1threat policy
Predefined UEBA

Includes:

+ 2steering
mechanisms

+ 20 private
applications

« 8 publishers

« 20 NPA policies

4 GRE/IPSec

tunnels
« 10 SWG policies
« 3 DLPrules

« 30 CFW policies
« 1threat policy
+ Predefined UEBA

Includes:

+ 2steering
mechanisms

« 50 private
applications

+ 12 publishers

+ 50 NPA policies

+ 4 GRE/IPSec

tunnels
« 12 SWG policies
« 3 DLPrules

« 30 CFW policies
« lthreat policy
+ Predefined UEBA

Services continued on next |
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Cloudrise Services for Netskope

Deployment Services

SCOPE & ACTIVITIES
Next Generation Secure Web Gateway (NG-SWG)

«  Deploy NG-SWG for endpoint platforms using Netskope Client and/or IPsec/Generic Routing

Encapsulation (GRE) tunnels.
« Activate users, configure SWG policies, and support production pilot group(s).

(2 IP/GRE tunnels)
« 1steering method
« 3 policies
« 3 production pilot
groups

(4 \P/GRE tunnels)
« 1steering method
« 8 policies
« 4 production pilot
groups

<1KUsers 1,001 -5K Users 5,001 -10K Users 10,001 - 50K Users
Includes: Includes: Includes: Includes:
« llocation « 2locations « 3locations + 4 locations

(6 IP/GRE tunnels)
« 2 steering methods
« 12 policies
« b production pilot
groups

(8 IP/GRE tunnels)
« 3 steering

methods

+ 20 policies

« 6 production pilot
groups

API-Based Cloud Access Security Broker (API-CASB)

» Deploy connections to managed cloud apps. Activate users and configure CASB API policies to act
on the exposure of sensitive data at rest.

+ Perform data at rest scanning for threat data.

* Provide overview of dashboards.

<«1K Users

1,001 - 5K Users

5,001 -10K Users

10,001 - 50K Users

Includes:

« 3 connections
+ 3 policies

Includes:

« 8 connections
+ 8 policies

Includes:

* 12 connections
+ 12 policies

Includes:

20 connections
+ 20 policies

Email Data Loss Prevention (EDLP)

« Deploy DLP rules within the Netskope Email Data Loss Prevention (DLP) solution.
» Provide support for in-scope production pilot groups.

<1K Users

1,001 - 5K Users

5,001 -10K Users

10,001 - 50K Users

Includes:

+ Support for1
production pilot

group
« 3 DLPrules

Includes:

+ Support for 2
production pilot
groups

+ 5DLPrules

Includes:

* Support for 3
production pilot
groups

+ 8DLPrules

Includes:

* Support for 4
production pilot
groups

* 12DLP rules
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Cloudrise Services for Netskope

Deployment Services

SCOPE & ACTIVITIES

Cloud Inline (CLINL)

« Deploy Netskope Cloud Inline for multiple endpoint platforms using the Netskope Client.

+ Includes the deployment of traffic steering mechanisms, API-based Cloud Access Security Broker

(CAsB) policies, Advanced Threat policies, Advanced Data Loss Prevention (DLP) rules,
and predefined User Entity Behavior Analytics (UEBA).

<«1KUsers

1,001 -5K Users

5,001-10K Users

10,001 - 50K Users

Includes:

« Support for 3 pro-

duction pilot groups

+ lsteering

mechanism
+ B CASB policies
« 3 DLPrules

« lthreat policy
+ Predefined UEBA

Includes:

« Support for 4 pro-
duction pilot groups
« lsteering

mechanism
+ 8 CASB policies
« 3 DLPrules

« lthreat policy
+ Predefined UEBA

Includes:

* Support for 5 pro-

duction pilot groups

+ 2 steering
mechanisms

+ 12 CASB policies

+ 3 DLPrules

+ lthreat policy

+ Predefined UEBA

Includes:

» Support for 6 pro-
duction pilot groups

+ 2steering
mechanisms

+ 20 CASB policies

+  3DLPrules

+ 1threat policy

+ Predefined UEBA

Netskope Private Access (NPA)

Configure the Netskope Private Access solution for Windows and iOS endpoint platforms.

Includes the deployment of private application and private application-based policies, Netskope

publishers, and production pilot group support.

<«1KUsers

1,001 - 5K Users

5,001-10K Users

10,001 - 50K Users

Includes:

« b5 private app
& private app-
based policies

* 2 Netskope
publishers

« Support for 1 pro-
duction pilot group

Includes:

« 10 private app
& private app-
based policies

* 4 Netskope publi-
shers

« Support for 2 pro-
duction pilot groups

Includes:

« 20 private app
& private app-
based policies

+ 8 Netskope
publishers

+ Support for 4 pro-

duction pilot groups

Includes:

+ 50 private app
& private app-
based policies

+ 12 Netskope
publishers

* Support for 5 pro-
duction pilot groups

Managed & Universal Services on following pages ...
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Cloudrise Services for Netskope

Managed Services

Cloudrise Managed Services provide customers options for platform and program configuration,
optimization, and management. These are fixed-cost services that will maximize your value from the
Netskope platform, and continuously operate and improve your data protection program in a
cost-effective manner.

SCOPE & ACTIVITIES

Managed Services

Intended for customers with technical teams desiring to co-manage the platform once deployed
and optimized. Managed Services are the best choice for customers who intend to assume all platform
and program management duties and responsibilities but need additional SME support in year 1.

Included:

« Provision user identities, groups, and organization units from either Active Directory or one of the
supported Cloud Identity Directories to the Netskope Platform.

« Manage Single Sign On and Role Based Access Control for Netskope Tenant Admin Console.
+ Manage Forensics and Incident Management.

+ Manage in-scope Netskope solution, activate users, configure policies, and support production
pilot groups.

« Integrate Netskope with other supported security tools using Cloud Exchange.

« Create deliverables (HLD and As-Built Document) and perform knowledge transfer.
» Provide policy advise and support

« Customize reports and dashboards

+ Provide technical support

+ Policy management

+ Subject matter expert support

«  P1/ P2 ticket support

«  Value realization [ feature updates

+ Security governance planning & strategy sessions, including quarterly business
reviews and cadence meetings customized to customer needs

EXCLUSIVE

V4
| oW netskope AN NETWORKS




Cloudrise Services for Netskope

Universal Services

Tailored for organization-specific business needs, Cloudrise Universal Services can be utilized with any
data protection, cloud security, or data privacy technologies and programs.

SCOPE & ACTIVITIES
Technical | Premium . Premium
Activities Account Technical | Resident | pegigent | Managed
Manager Account Engineer Engineer Services
Manager

Weekly time 4 hrs. 8 hrs. Custom Team- Team- Ba-
commitment Based sed
Cadence cglls v v v v v
and reporting
Industry—ywde best practice applied v v v v v
to operations
24x7 on-line knowledge base ac- v v v v v
cess
Quarterly business reviews (QBRs) v v v
Formal policy
and tenant health reviews v v v
Hands-on troubleshooting X v v
Haqu—on upgrade and integration X v v
assistance
Gwd.cmce on best proptlce policy v v v v v
configuration and tuning
Poll_cy _conﬁguratlon and tuning X X v
activities
First-line support X X
“Reach-back” to TAM support if N/A N/A v v v
needed
Team redundancy for holiday, ill- v
ness
P1/ P2 ticket support X
Value realization / feature updates v v X X v
Security governance planning & By By

: v v v
strategy sessions request request

Not finding what you are looking for? We can customize ANY data protection, clou

privacy technology or program.

\2 ExcLusIVE
y E(%W%SRKS

| oW netskope




\2 excLusive
| A\ NETWORKS

Confidentiality Notice: This document is confidential and contains proprietary information and
intellectual property of Exclusive Networks SA or Cloudrise Inc Neither this document nor any of the infor-
mation contained herein may be reproduced or disclosed under any circumstances without the express
written permission of Cloudrise, Inc. Please be aware that disclosure, copying, distribution or use of this
document and the information contained therein is strictly prohibited.

Kontakt: services_dach@exclusive-networks.com

Exclusive Networks Deutschland GmbH Exclusive Networks Switzerland AG
HardenbergstralRe 9a | 10623 Berlin Bernstrasse 39 | 8952 Schlieren
www.exclusive—networks.com[de www.exclusive—networks.com[ch—de

Exclusive Networks Austria GmbH
Heinrich Bablik-StraRe 17 K21 | Top NO6 | 2345 Brunn am Gebirge

www.exclusive-networks.comlqt
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